Centre for Research and
( 2025 ) Governance on Cyber Law ( e )

DO YOU KNOW?

EVERY DEEPFAKE
MUST NOW CARRY A
WARNING LABEL?

MeitY’s draft proposes mandatory labelling and
metadata rules for Al-generated/synthetic

content.
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WHY DOES THIS MATTER?

e Al-generated visuals, audio, and text
can mislead, harm reputations, and
destabilise public discourse.

e Labelling aims to preserve trust and
traceability.

e The government frames these rules
as necessary to protect democratic
discourse and public safety amid
rising synthetic media risks.
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WHY DOES THE DRAFT
REQUIRE VISIBLE LABELS?

e Visible label on Al content —
Image/video label must cover a
minimum Visible area; audio must
carry an identifier at the start.

e The draft specifies gquantitative
visibility standards (e.g., ~10% surface
coverage for visual labels and
markers in early audio playback), one
of the most prescriptive proposals
globally.
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WHAT DOES THE DRAFT
REQUIRE? [DECLARATIONS &
METADATA]

e Creators and uploaders must declare
whether content is synthetic.

e Platforms must embed machine-
readable metadata for traceability.

e The rules propose that creators must
declare Al origin and platforms must
preserve metadata and provenance to
ald audit and takedown.

e This mirrors Article 50 of the EU Al
Act’s transparency duties. N
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PLATFORM OBLIGATIONS
& VERIFICATION

e Platforms must implement automated
detection, verification systems, and Ul
labels and keep logs for regulators.

e Drafts foresee technical systems to
verify user declarations and
automated checks for synthetic
content; significant social media
intermediaries (SSMIs) will face
stronger duties.
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ENFORCEMENT & PENALTIES

e Draft labelling duties are introduced
under the Information Technology
(Intermediary Guidelines and Digital
Media Ethics Code) Rules, framed
under Section 87(2) of the IT Act
2000.

e Non-compliance can trigger loss of
safe-harbour protection under
Section 79, government directions
under Section 69A, and additional
penalties to be prescribed.
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HOW INDIA’S DRAFT
COMPARES WITH THE EU
Al ACT

o Similarities: labelling, metadata,
transparency.

o Difference: India’s draft proposes
explicit visual/audio visibility metrics
(e.g., 10% rule) and a government-led
restricted-content approach.
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IMPACT ON STAKEHOLDERS

e Creators: add clear labels & metadata
at upload.

e Platforms: build detection, store
provenance, update UX.

e Legal teams: review content policy,
compliance logs, and takedown
governance.

The creative industry has already voiced
concerns that a rigid 10% label could hamper
UX and legitimate creative work; consider
proportionality and context. N
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OPEN QUESTIONS &
POLICY TENSIONS

e Open issues: over-broad labelling v.
freedom of expression; technical
feasibility; enforcement burden; false
positives.

e Civil society groups and industry urge
nuanced thresholds & practical
safeguards; debate will continue
during consultation.
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CRGCL INSIGHT

e CRGCL perspective: Labelling and
metadata are crucial for trust, but
rules must be proportionate,
technically feasible, and rights-
respecting.

e The consultation window invites
stakeholder comments; CRGCL
recommends targeted inputs focusing
on implementability, precise
definitions, and safeguards for
freedom of expression and creativity.
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Empower Yourself—
Know Your Digital Rights!

Share this post to spread awareness.
Follow CRGCL for more updates on
digital governance and cyber law.

( www.crgcl.com )




